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VPN EEFigE

1) BETREDRERET "RR/ER VPN
2) NRRFRTHEESERRT R BT "RARFRE" | Fa "oV 02

3) X VPN BFIES (WTE) 5, SEBEEAINY (40 PingAnNet ), 117
VPN 78R, F2FIR2 : /M FIFER/Cisco/Cisco AnyConnect Secure Mobile
Client.app

4) 1EREREHRE VPN ik : staff-vpn.pingan.com.cn , FESEHEGE A% “Block
connections to untrusted servers” , ARERENEEERAEN” Connect” .

( ] ( ] Preferences - VPN
(] [ ] AnyConnect alialn Q
Secure Mobility Client CcIsco S—
VPN
| VPN:
Ready to connect. Start VPN when AnyConnect is started
[Statf-vpnipingan.comien a Connect Minimize AnyConnect on VPN connect

Allow local (LAN) access when using VPN (if configured)
Disable Captive Portal Detection

( Block connections to untrusted servers )

5 WMRNARRR "“BABSERWSHIER" B, BEE Ee"
6) WNRNART "RZERS|IER" BT, BEE "connect anyway”

BRI R
EFBFIERE "SSLVPN” |, FHANBECHEKSNZERS , mi "OK” IRIEEE;
FEAREFERE "HAOYISHENG” |, HEABCHEIKSFIZERS , mit "OK" ISUEEE;

Cisco AnyConnect | staff-vpn.pingan.com.cn

& Please enter your username and password.

Group: SSLVPN a
Username: .
Password: 00000000000
cancel (TSN

EHERING , RRIRSESER VPN IRES, WEMFEE |, i85m0 "Disconnect”

12



FREFZR macOS F RS v3.2

VPN HRiIEH
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A “VPN_CERT”f9ig i :

4]

), UMEESE

SICUMEEES

BREFRRTATIKS/

@2 Active Directoryif#
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EF EFa E-Y
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TR, JUET "EFRREFIRE" ->" iy BEARE "VPN_CERT (B2
B "PAIG [E>RIGIE" FHE ),

¢ AR Q
My VPN_CERT

VPN_CERT i

JSS Built-In Signing Certificate

Login Profile 2020118178 T44:16
1" MgE
MDM Profile .
Q 2 MEE com.apple.ADCertificate.managed
http://pasubca2.paicdom.local/certsrv/
PA_WLAN com.apple.GROUP.credentials
ala 4 TiEE PINGAN Enterprise Intermediate CA 2
a PPPC Whitelist for McAfi
1 MR E HAER
Privacy Preferences Poli B (1)
—_ 1 TEE PINGAN Enterprise Intermediate CA 2
enable_screensharing PINGAN Enterprise Intermediate CA 2
e
= TTEH 2026%1286H T43:56
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1618 Windows E#1

1) LUTHAEXEDLFEARSBEEAMLIAIR , MRHEREMETRIBEREE
. E2ANINEERSRESIVLIMRRREETTEGIETEE  BREA @
f8/EX-HEZHJUNOO1

2) FIFFERMEETS ( NFRER/ERtHEETh.app ) BRARE "HMINTERE"

3) ¥TFF "/MFEfERR/Microsoft Remote Desktop.app” , miEFHREL “+” $E}E$?‘z
FNHERIES R L2 “jtopc.paic.com.cn "8 jtopc-test.paic.com.cn” |
BE/RE "Add” TEGHIN ( TAEES , HEIREREIA ),

@ [ ] Microsoft Remote Desktop
Add PC BEl= » -+ EEEN oo | )
PC name: |jtopc.paic.com.cn

User account:  Ask when required E [g
m. Display  Devices & Audio  Folders

Friendly name:

Group: Saved PCs

Gateway: No gateway

Reconnect if the connection is dropped
Connect to an admin session
Swap mouse buttons

4) FERFRFIRBPNGERIDAIE2H] , 1 “jtopc.paic.com.cn” ( EHEEH);
5 mi “Continue” BHTE2HEBEIAIE ;

Conne The identity of the remote computer
i f O el i
jtope.g 'jtopc.paic.com.cn" can't be verified
0 This problem can occur if the remote computer is

running a version of Windows that is earlier than
Windows Vista, or if the remote computer is not

Confi = p—
9 configured to support server authentication.

For assistance, contact your network administrator or acel
the owner of the remote computer.

Don't ask me for connections to this computer

COTIM  Continve |

6) BMAFHIKSHEREREZ,

Conn  Enter your user account

jtope.  This user account will be used to connect to jtopc.paic.com.cn
(remote PC).

Confi
Username: hu )2

sel
Password: | eeeesccee

Show password

Cancel Continue
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7) BWANFRETTH RERIGE (BRTLATHRRGREEIIE ) ;

jtopc.paic.com.cn

BROPC

ERNEAT TR v

ZHINEER:

8) NWEHEBNIRIIRSES  FHERSMHEREH ( BINEIRSEEIAS self | RiNERE
ZAS any )

jtopc.paic.com.cn
B EFIAE: Name/lP/Remark(F2)

No. [Name P IRemark

1 CNS™ 10.1] Bopmap
2 |CNS 10.1]
3 [CNS 1037
4 [SZC- 73:30.1¢

5 CNS 10.1

B1f&&:CN 7
bk S: self v
[ console
AT AUH

9) BWMAFHFSLAEEMAIRS S ; IIRRSZEAEFIERT , HEBY srvbot KEt,
TRIB SSRBURAFER PRI |, §58% : http://srvbot.paic.com.cn/
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i5E Linux E#1

1) LUTHAEXEDLFEARSBEEAMLIAIR , MRHEREMETRIBEREE
. E2ANIREERSRESITRMRRREENTEGTIETFEE  BRA [
f8/EX-HEZHJUNOO1

2) ¥THEIm ( NERFR/SLBIR/%&iR.app );

e0e@ TATA
< =SmR By #v O Q
AR . i
N s “ca WARNIP
e o Il [ &
B mame
A RAER WETA A WARRES [T e
S ‘
S x5 ) :‘ B ‘G 5
o o @ = X /
- L+
& BF XIS BAXAIA BEEREE -] eFRSEAIA
@ 4e
e ﬁiﬁag I°8 ()
ne
- (4 ™ -
e @& (= /N
® B BENEt ROER ARBIHIE HHMIDHR R
0 xe
e & macos > m RIAEF > M TATA > W L

3) %A ssh FHKS @jtopc.paic.com.cn 8 ssh FHIMS @jtopc-test.paic.com.cn ;
FREER , FERAN "yes" BERE  MATHIELEREZR ;

® [ ] huangfulin492 — ssh huangfulin492@jtopc.paic.com.cn — 80x24
Last login: Wed May 6 16:44:27 on ttyseel

The default interactive shell is now zsh.

To update your account to use zsh, please run ‘chsh -s /bin/zsh".

For more details, please visit https://support.apple.com/kb/HT208050.
CO2XM5B4JHCD:~ hi 2$ ssh K o )2@jtopc.paic.com.cn

The authenticity of host 'jtopc.paic.com.cn (10.11.77.161)' can't be established

RSA key fingerprint is SHA256:0PUZMANRYmZt9cFv7RbD+8wU3zgPQERAcXevbURN+pE.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added 'jtopc.paic.com.cn,10.11.77.161' (RSA) to the list of
known hosts.

Password authentication

Password:

4) WAL (PR )82 (FEERIES ) FEAXINAYGIERD e — RS RIS,

® [ ) huangfulind92 — huangfulin492@10.11.77.161 - OPC — ssh huangfulin492@jtopc.paic.com.cn — 80x24
Last login: Wed May 6 16:43:25 on ttys000

The default interactive shell is now zsh.

To update your account to use zsh, please run ‘chsh -s /bin/zsh’.

For more details, please visit https://support.apple.com/kb/HT208050.
CO2XM5B4JHCD:~ hil 2% ssh H . 2@jtopc.paic.com.cn

The authenticity of host 'jtopc.paic.com.cn (10.11.77.161)' can't be established

RSA key fingerprint is SHA256:0@PUZMA! cXeVbURN+pE.

Are you sure you want to continue connectlng (yes/no/[flngerprlnt])” yes
Warning: Permanently added 'jtopc.paic.com.cn,10.11.77.161' (RSA) to the list of
known hosts.

Password authentication

Password:

1. FRLM

2. 18

Wiz Nl

16
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5) BAENFSLUEEXINAIIRSSES | ANRIRSBEIAEIIFRF |, BEL srvbot K&,
TRIB SR BRI R 2 RERE |, $%3% : http://srvbot.paic.com.cn/

® [ ] huangfulin492 — huangfulin492@10.11.77.161 - OPC — ssh huangfulin492@jtopc.paic.com.cn — 80x24
The authenticity of host 'jtopc.paic.com.cn (10.11.77.161)' can't be established

RSA key fingerprint is SHA256:0PUZMA :XeVvbURN+pE .

Are you sure you want to continue connectlng (yes/no/[flngerpnnt])7 yes

Warning: Permanently added 'jtopc.paic.com.cn,10.11.77.161' (RSA) to the list of
known hosts.

Password authentication

Password:

1. RS

2. @&

WEE: 1

2nd Password:skkkkk

WARNING: Terminal type 'xterm-256color' is not supported, 'xterm' will be used a

s default.
BiEE: Hit
BfRR&I R
FS: IP it B RBE) *
1: 10.11.
2: 10.11.
3: 10.11.
4: 172.28
5: 10.11.
WEEERRE: 1

6) WMANRSZFERWKS. KRinRTERNEDRTHRSRER

@ @® huangfulin492 — wds@cnsz051524:~ — ssh huangfulin492@jtopc.paic.com.cn — 80x24

2. @8

WiEE: 1

2nd Password :xxsskokk

WARNING: Terminal type 'xterm-256color' is not supported, 'xterm' will be used a
s default.

EE: Hit

BiRiR&JI &R

Fe: IP bt B (BB ) *
10.11

10.11

10.11

172.21

10.11

ﬁﬁ?@hﬁé 1

Uibo)NH

Connecting to anyQf +(10.11 ) ...

login: wd

W 10.11! 's password:

Last login: Wed May 6 16:46:44 2020 from 10.11.77.86

WARNING: If you are not authorized to access this private computer system, disco
nnect now. All activities on this system will be monitored and recorded without
prior notification or permission!

[vih@cn ~1s

7) A exit BHIRSES

8) WIRFEM Linux EHL &I | iBEREZLLAN http://jtopc.paic.com.cn TTH
B9 “SIEAEE" ThEE ( ZE{UTF putty B SSH security transfer TH ),

@ e M < [ )] @ jtopc.paic.com.cn

EZTRIFE

PING AN TECHNOLOGY

- HRIRTH(a
©@ &4 ©

£} CNsz
TBIEER EfER{E XA

£} CNsz

£ szCA

£ CNst
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FFE %R macOS A3 v3.2

IREER. HERTLHIN

IR

IR AT : 626888 / 0755-22626888

Mac trde. DUAINED , BEARERIA IT , BEGEE

e Mac #(B& : TR FB i/ HE 3 (macOs)

7% Mac IaBTEERRAPREE © inasrEi/|Im SR SIEFHE (macOs )

B
EiREE Mac B9 a7 Eikil. G158 Mac IREBIEHERENIEREHE | XSRS
S [T BRR |, IHEIEGEERBL.

BHEEEIERKR | FREHTED #385
HRRFEZ : ex-gianyitao003

FBFHRFE : ex-qgianyitao003@pingan.com.cn
BE  # :(0755-88) 676060

T2
ANRIE(FERRIIREE Mac FIEBEPHIL "LOCK PIN” | {555 —ATIEBRERER IT 412,
NENE ) BEESR SRS, BNESKIRHEENE | FRIERTE .

ZigEIE 1 (0755-22 ) 625964
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